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1.  Introduction
Rainbow School ("the School") is committed to protecting the personal data of all individuals whose information it processes, including learners, parents and guardians, employees, contractors and other stakeholders. This Policy sets out the School's approach to collecting, using, storing, sharing and disposing of personal data in compliance with the Data Protection Act, 2024 (the "DPA 2024" or "the Act").
This Policy applies to all processing activities carried out by the School in its capacity as a data controller and, where applicable, as a data processor on behalf of third parties.
1.1. The Data Protection Act, 2024 seeks to:
a) protect personal data processed by controllers and processors;
b)  regulate the collection, use, storage, disclosure, and destruction of personal data;
c)  establish minimum conditions for lawful processing;
d)  provide data subjects with enforceable rights, including access, correction, and objection; and
e)  promote accountability, security safeguards, and transparency.
2.  Scope of this Policy
This Policy applies to all personal data processed by Rainbow Schools throughout the data lifecycle from collection to destruction or anonymisation.
2.1 Personal data includes, but is not limited to:
2.1.1 Biographical information: name, gender, date of birth, language, nationality
2.1.2 Contact information: phone numbers, addresses, email addresses
2.1.3 Identification details: national identity number, passport, permits
2.1.4 Learner data: academic records, disciplinary records, attendance
2.1.5 Financial information: fees records, bank details (where applicable)
2.1.6 Employment records: contracts, payroll data, performance data
2.1.7 Health information: allergies, disability needs, medical conditions
2.1.8 Images/video: photos, CCTV footage, school events media
2.1.9 Digital records: usernames, device logs, access records, online portals

2.2. Who is Bound by this Policy?
2.2.1 This Policy applies to:
1. All staff, including permanent, part-time, temporary and contract employees;
1. Members of the Board and School Management;
1. Volunteers and interns working within the School;
1. Contractors and consultants
1. Third-party service providers and data processors acting on behalf of the School; and
1. Any other person who processes personal data on the School's behalf or in connection with its activities.


2.3 Any person unsure about compliance must seek guidance from the DPO / Information Officer via: dpo@rainbowschool.ac.bw
3.  Legislative and Regulatory Framework
This Policy has been developed in compliance with:
1. The Data Protection Act, 2024 (Act No. 18 of 2024);
1. The Children's Act (Act No.8 of 2009) in respect of processing data relating to minors;
1. The Employment Act (Cap. 47:01) in respect of employee personal data; and
1. Any other applicable Botswana legislation governing the processing of personal information.
4.  Key Definitions
The following definitions, which reflect the meanings assigned in the DPA 2024, apply throughout this Policy:

	Term
	Meaning

	Personal Data
	Any information relating to an identified or identifiable natural person (s. 2, DPA 2024).

	Sensitive Personal Data
	Data revealing racial or ethnic origin, political opinions, religious beliefs, trade union membership, genetic or biometric data, health data, sex life or sexual orientation, and personal data of a minor (s. 2, DPA 2024).

	Processing
	Any operation performed on personal data, including collection, storage, use, disclosure, erasure or destruction (s. 2, DPA 2024).

	Data Controller
	The person or authority that determines the purposes and means of processing personal data. The school is the data controller in respect of data it processes.

	Data Processor
	A person who processes personal data on behalf of the data controller (e.g. a third-party software vendor).

	Data Subject
	The natural person whose personal data is being processed (e.g. a learner, parent or employee).

	Data Protection Officer (DPO)
	The person designated by the school to oversee data protection compliance under s. 69, DPA 2024.

	Personal Data Breach
	A breach of security leading to accidental or unlawful destruction, loss, alteration, or unauthorised disclosure of or access to personal data (s. 2, DPA 2024).

	Consent
	A freely given, specific, informed and unambiguous indication of the data subject's wishes (s. 2, DPA 2024).



5.  Data Protection Principles
In accordance with Part IV of the DPA 2024, the school shall ensure that all personal data is:

	Principle (s.)
	School's Obligation

	Lawfulness, Fairness & Transparency (s. 19)
	The school will process personal data only where a lawful basis exists and fairly to the data subject.

	Purpose Limitation (s. 20)
	Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner incompatible with those purposes.

	Data Minimisation (s. 21)
	The school shall collect adequate, relevant and limited to what is necessary for the stated purpose.

	Accuracy (s. 22)
	Personal Data must always be accurate and, where necessary, kept up to date; inaccurate data is erased or corrected without delay.

	Storage Limitation (s. 23)
	Data must not be kept longer than necessary unless required by law or legitimate school purposes.

	Integrity & Confidentiality (s. 24)
	The school must ensure that personal data is processed securely using appropriate technical and organisational measures to protect against unauthorised access, loss or damage.

	Accountability (s. 25)
	The school will ensure compliance through policies, controls, training, and monitoring.



6.  Lawful Bases for Processing
Pursuant to section 26 of the DPA 2024, the school will only process personal data where at least one of the following lawful bases applies:

	Lawful Basis
	Typical School Use-Case

	Consent (s. 26(a))
	Photography, newsletter distribution, non-essential data collection from parents.

	Contractual Necessity (s. 26(b))
	Processing enrolment information to give effect to the contract between the school and the learner's family.

	Legal Obligation (s. 26(c))
	Reporting to Ministry of Education; tax and employment records for staff.

	Vital Interests (s. 26(d))
	Emergency medical disclosures where a learner is incapacitated and cannot consent.

	Public Interest / Official Authority (s. 26(e))
	Processing required for the performance of the school’s educational mandate.

	Legitimate Interests (s. 26(f))
	School security systems, alumni communications, these are subject to a Legitimate Interests Assessment.



Where processing is based on consent, the school shall ensure that consent is freely given, specific, informed and unambiguous in accordance with section 27 of the DPA 2024. Data subjects have the right to withdraw consent at any time under section 28.

7.  Processing of Learner Data (Children)
As a school, a significant portion of the personal data the school processes relate to minors. The school recognises the heightened protection afforded to children under the DPA 2024 and the Children's Act, and shall:
1. Process learner data only to the extent necessary for educational and administrative purposes;
1. Obtain consent for non-essential processing from a parent or guardian, and - where a learner is 16 years of age, from the learner directly (s. 29, DPA 2024);
1. Never use learner data for commercial or marketing purposes without explicit parental consent;
1. Apply strict access controls to learner records to prevent unauthorised access;
1. Treat all data about minors as sensitive personal data for the purposes of this Policy; and
1. Ensure that any third-party platform used with learners (e.g. e-learning systems) complies with the DPA 2024.

8.  Processing of Sensitive Personal Data
The School may process sensitive personal data (as defined in section 2 of the DPA 2024) in circumstances including:
1. Health and medical information of learners to accommodate special educational needs, dietary requirements or medical emergencies (s. 30(2)(g));
1. Disability-related data for purposes of providing reasonable accommodation (s. 30(2)(g));
1. Religious or cultural information for scheduling, dietary or pastoral care purposes (s. 30(2)(f)); and
1. Criminal records or disciplinary history of employees where required by law for safeguarding purposes (s. 32).

Sensitive personal data shall only be processed on an express lawful basis under section 30(2) of the DPA 2024, shall be subject to enhanced security controls, and shall not be disclosed to third parties without a clear legal justification.

9.  Categories of Personal Data Processed

	Data Subject Category
	Categories of Personal Data
	Primary Purpose

	Learners
	Name, date of birth, home address, contact details, academic records, health/medical information, disciplinary records, photographs.
	Enrolment, education delivery, safeguarding.

	Parents / Guardians
	Name, contact details, national identity number (where required), financial information (fees).
	Communication, fee administration, emergency contact.

	Employees / Staff
	Name, national ID, qualifications, employment history, salary, bank details, health (sick leave), criminal record certificates.
	HR management, payroll, legal compliance.

	Contractors / Vendors
	Name, business registration, tax details, contact details.
	Procurement, contract management.

	Visitors
	Name, ID, vehicle registration, purpose of visit, time of entry/exit.
	School security and safety.



10.  Rights of Data Subjects
The DPA 2024 (Part VIII) confers the following rights on data subjects. The school shall facilitate the exercise of these rights free of charge, and shall respond within one (1) month of receiving a request (s. 38):

	Right
	How to Exercise at Rainbow School

	Right of Access (s. 42)
	Submit a written Subject Access Request to the DPO. The school will provide access to the data or provide a copy of personal data held.

	Right to Rectification (s. 43)
	Notify the DPO of inaccurate or incomplete data. Corrections will be made without undue delay.

	Right to Erasure (s. 44)
	Request deletion of personal data where it is no longer necessary, consent is withdrawn, or processing is unlawful. Exceptions apply (e.g. legal obligation).

	Right to Restriction (s. 45)
	Request that processing be restricted while accuracy is contested or an objection is under consideration.

	Right to Data Portability (s. 47)
	Request personal data in a structured, machine-readable format where processing is based on consent or contract and carried out by automated means.

	Right to Object (s. 48)
	Object to processing based on legitimate interests or for direct marketing at any time.

	Right re: Automated Decisions (s. 49)
	Not to be subject to decisions based solely on automated processing that produce significant legal effects, without human review.

	Right to Withdraw Consent (s. 28)
	Withdraw consent at any time by notifying the DPO in writing. Withdrawal does not affect prior lawful processing.

	Right to Complain (s. 80)
	Lodge a complaint with the IDPC if satisfied that the school has contravened the DPA 2024.



To exercise any of the above rights, data subjects should contact the School's Data Protection Officer using the contact details set out in section 15 of this Policy.

11.  Transparency and Privacy Notices
In accordance with sections 37 to 41 of the DPA 2024, the school shall at the time of data collection (or within one month where data is not collected directly from the data subject) provide data subjects with:
1. The identity and contact details of the school (as data controller) and the DPO;
1. The purpose and legal basis for processing;
1. The categories of recipients to whom data may be disclosed;
1. Retention periods or the criteria used to determine them;
1. Information about data subject rights; and
1. Whether personal data will be transferred outside Botswana.

The School maintains the following privacy notices:
1. Learner and Parent Privacy Notice (issued on enrolment);
1. Employee Privacy Notice (issued on commencement of employment);
1. Visitor Privacy Notice (displayed at the School reception/entrance); and
1. Website Privacy Notice (if applicable).

12.  Security of Personal Data
In accordance with section 62 of the DPA 2024, the School shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including:
12.1  Technical Measures
1. Password protection and role-based access controls for all digital systems containing personal data;
1. Encryption of sensitive data at rest and in transit;
1. Regular software updates and patching to address security vulnerabilities;
1. Secure disposal of electronic devices (data wiping or physical destruction); and
1. Firewall and anti-virus protection on all School devices.
12.2  Organisational Measures
1. Limiting access to personal data to staff who need it to perform their duties (need-to-know basis);
1. Annual data protection training for all staff;
1. Signed confidentiality undertakings for all employees and contractors;
1. Physical security measures (locked filing cabinets, restricted access to server rooms); and
1. Regular reviews and audits of data processing activities.

13.  Personal Data Breaches
In the event of a personal data breach, the School shall follow the procedure below in accordance with sections 63 and 64 of the DPA 2024:

	Step
	Timeline
	Action

	1. Detection & Containment
	Immediate
	The staff member who discovers or suspects a breach must immediately report it to the DPO and take steps to contain the breach.

	2. Assessment
	Within 24 hours
	The DPO assesses the nature, scope and likely consequences of the breach and determines the risk level.

	3. Notification to IDPC
	Within 72 hours (s. 63)
	Where the breach is likely to result in a risk to data subjects, the DPO notifies the IDPC. If notification exceeds 72 hours, reasons for delay must be provided.

	4. Notification to Data Subjects
	Without undue delay (s. 64)
	Where the breach is likely to result in a HIGH risk to data subjects, affected individuals are notified in plain language.

	5. Documentation
	Ongoing
	All breaches regardless of notification obligation are documented in the School's Breach Register (facts, effects, remedial action).

	6. Review
	Post-incident
	A post-breach review is conducted to identify lessons learned and implement remedial measures.



Staff must not attempt to investigate or manage a data breach independently. All suspected breaches must be escalated to the DPO immediately.

14.  Data Retention
Personal data shall not be kept in an identifiable form for longer than is necessary for the purposes for which it was collected (s. 23, DPA 2024). The school maintains a separate Data Retention Schedule (ref: RS/RS/DPA/2026/01) which sets out specific retention periods for each category of data.
At the end of the applicable retention period, personal data shall be securely disposed of or anonymised in accordance with the School's Secure Disposal Procedure.
14.1 Personal data shall be retained only as long as required for:
· school administration
· legal obligations
· contractual requirements
· legitimate educational purposes
14.2 When no longer needed, data must be:
· deleted securely
· destroyed safely
· anonymised where appropriate
14.3 The school shall maintain retention schedules per category of records and review these annually.


15.  Sharing and Transferring Personal Data
15.1 Disclosure to Third Parties
The school may share personal data with third parties only where:
1. There is a lawful basis for the disclosure;
1. The third party has provided sufficient guarantees of data protection compliance (s. 55, DPA 2024);
1. A written Data Processing Agreement or Data Sharing Agreement is in place; and
1. The disclosure is limited to what is necessary.

Third parties with whom the school may share data include: Ministry of Education and Skills Development, Botswana Examinations Council, medical service providers, external auditors, law enforcement (where legally required), and authorised technology vendors.
15.2 Trans-Border Transfers
Where personal data is transferred to a recipient outside Botswana, such transfer must comply with Part XIV of the DPA 2024. Transfers may be made to:
1. Countries designated by the Commission as providing an adequate level of protection (s. 75, DPA 2024);
1. Recipients in third countries where appropriate safeguards are in place, such as standard contractual clauses or binding corporate rules (s. 76, DPA 2024); or
1. In limited derogation circumstances listed under section 78 of the DPA 2024 (e.g. explicit consent, vital interests).

A copy of personal data transferred outside Botswana must remain in Botswana for the period of processing, as required by section 74 of the DPA 2024.

16.  Data Protection Officer
The school shall designate a Data Protection Officer (DPO) in accordance with section 69 of the DPA 2024. The DPO is responsible for:
1. Informing and advising the school and its staff of their obligations under the DPA 2024 (s. 72(a));
1. Monitoring compliance with the DPA 2024 and internal data protection policies (s. 72(b));
1. Providing advice on and monitoring Data Protection Impact Assessments (s. 72(c));
1. Acting as the contact point with the IDPC (s. 72(d)); and
1. Handling queries and requests from data subjects regarding their rights.

The DPO has functional independence and reports directly to the highest management level of the School. The DPO shall not receive instructions from, nor be penalised by, the School in the exercise of DPO duties (s. 71).

	Field
	Details

	DPO Name
	Opelo Nthutang 

	Position
	Data Protection Officer

	Email Address
	dpo@rainbowschool.ac.bw

	Telephone
	71510489

	Physical Address
	Rainbow School, Plot 24436, Gaborone, Botswana



17.  Data Protection Impact Assessments (DPIAs)
In accordance with section 65 of the DPA 2024, the school shall carry out a DPIA before commencing processing that is likely to result in a high risk to the rights and freedoms of individuals. A DPIA is mandatory where:
1. The School undertakes systematic and extensive evaluation of personal aspects, including profiling (s. 65(3)(a));
1. Large-scale processing of sensitive personal data is carried out (s. 65(3)(b)); or
1. Systematic monitoring of a publicly accessible area is conducted on a large scale (s. 65(3)(c)).

Where a DPIA reveals a high residual risk that cannot be mitigated, the School shall consult the IDPC prior to commencing processing (s. 68, DPA 2024).

18.  Record of Processing Activities (ROPA)
In accordance with section 60 of the DPA 2024, the school maintains a Record of Processing Activities (ROPA) documenting all personal data processing activities carried out under its responsibility. The ROPA includes:
1. The name and contact details of the School and DPO;
1. The purposes of each processing activity;
1. Categories of data subjects and personal data;
1. Recipients and categories of recipients;
1. Transfers to third countries (if any); and
1. Envisaged retention periods and security measures.

The ROPA is maintained by the DPO and is made available to the IDPC on request (s. 60(5)).

19.  Staff Training and Awareness
The school recognises that all staff play a critical role in protecting personal data. The school shall:
1. Provide mandatory data protection training to all new staff as part of the induction process;
1. Conduct annual refresher training for all staff on data protection obligations;
1. Provide role-specific training for staff who regularly process sensitive personal data (e.g. the school nurse, HR staff, the registrar);
1. Maintain records of all training completed; and
1. Ensure that awareness of data protection obligations is embedded in all relevant School procedures.

20.  Complaints and Escalation
Any data subject who believes that the school has not complied with this Policy or the DPA 2024 may:
1. In the first instance, raise a complaint with the School's DPO using the contact details in section 16;
1. If not satisfied with the outcome, escalate the complaint to the IDPC in accordance with section 80 of the DPA 2024; and
1. Seek judicial redress through the courts if necessary.

The School will acknowledge receipt of a complaint within five (5) business days and aim to provide a substantive response within thirty (30) days.

21.  Policy Review and Updates
This Policy shall be reviewed at least annually or whenever there is a material change in the School's processing activities, applicable law or regulatory guidance. The DPO is responsible for coordinating the review and ensuring that any updates are communicated to relevant stakeholders.

22.  Related Policies and Documents
1. Data Retention Schedule (Ref: RS/RS/DPA/2026/01)
1. Third-Party Data Processing and Data Sharing Policy
1. Third-party Data Processing and Sharing Agreement Template
1. Children’s Data & Parents/Guardian Consent Policy
1. Photography and Media Consent Forms
1. Learner and Parent Privacy Notice
1. Employee Privacy Notice
1. Personal Data Breach Response Procedure
1. Breach Register
1. Data Subject Access Request Procedure
1. Data Subject Access Request Forms
1. Data Protection Impact Assessment Procedure Template
1. Data Protection Impact Assessment Template
1. Record of Processing Activities (ROPA) Procedure
1. Record of Processing Activities (ROPA) Template
1. IT Acceptable Use Policy
1. ICT Acceptable Agreements
1. Data Retention and Disposal Procedure
1. Trans-border Data Transfer Policy
1. Trans-border Impact Assessment Template

23.  Approval and Sign-Off

	Role
	Name
	Signature & Date

	Managing Director
	 
	 

	Chairperson, Board of Directors
	 
	 

	Data Protection Officer
	 
	 




ANNEX A - SUMMARY OF KEY OBLIGATIONS UNDER THE DPA 2024
(Quick Reference Card for School Management)
	Obligation
	DPA 2024 Reference
	Key Requirement

	Lawful Basis
	s. 26
	Always identify and document a lawful basis before processing.

	Consent (Children)
	s. 29
	Parental consent required for under-16s; child aged 16+ may consent directly.

	Privacy Notices
	ss. 37–41
	Provide clear, plain-language information at the time of data collection.

	Data Subject Rights
	ss. 42–49
	Respond to rights requests within 1 month; no charge to the data subject.

	Data Security
	s. 62
	Implement technical and organisational measures appropriate to the risk.

	Breach Notification
	s. 63
	Notify IDPC within 72 hours; notify data subjects if high risk.

	ROPA
	s. 60
	Maintain and update record of all processing activities.

	DPO Designation
	s. 69
	Mandatory for public authorities and large-scale/sensitive processing.

	DPIA
	s. 65
	Conduct before high-risk processing; consult IDPC if residual risk remains.

	Third-Party Processors
	ss. 55–59
	Written contract required; processor must provide sufficient guarantees.

	Cross-Border Transfers
	ss. 74–78
	Only to adequate countries or with appropriate safeguards, copy stays in Botswana.

	Max. Fine (Serious)
	s. 83(3)
	Up to P50 million or 4% of global annual turnover, whichever is higher.
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